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3 Vorwort

Sehr geehrter Kunde,

wenn Sie die Software CS Network verwenden, dann kdnnen Sie damit unsere Sensoren direkt
auslesen oder von unseren Datenschreiber mehrere Messwerte in eine zentrale Datenbank
speichern. Sie kbnnen dann von mehreren Clients auf diese Daten zugreifen und Auswerten bzw.
Anzeigen Uber ein Benutzerberechtigungskonzept. Ebenfalls kbnnen Sie dort auch Alarme und
Auswertungen automatisiert per E-Mail an die Anwender per Push-Nachricht versenden.

In dieser Dokumentation wird die Installation und Erstkonfiguration beschrieben zum Betreiben
der Losung auf einem Server. Dabei konnen mehrere virtuelle Plattformen zum Einsatz kommen.
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4 Hinweise

4.1 Zu diesem Dokument

. Lesen Sie diese Dokumentation aufmerksam durch.

. Bewahren Sie diese Dokumentation griffbereit auf, um bei Bedarf
nachschlagen zu kénnen.

. Geben Sie diese Dokumentation an spéatere Nutzer des Produktes
weiter.

Die CS Instruments GmbH & Co0.KG Ubernimmt keinerlei Gewahrleistung hinsichtlich der
Eignung flr irgendeinen bestimmten Zweck und tbernimmt keine Haftung fur Fehler, die in dieser
Gebrauchsanweisung abgedruckt sind. Ebenso wenig fur Folgeschaden im Zusammenhang mit
der Lieferung, Leistungsfahigkeit oder Verwendung dieser Software.

5 System-Voraussetzungen

Windows Server 2016 64bit
Hardware Server Plattformen Windows Server 2019 64bit
Windows Server 2022 64bit

Virtualisierungsplattformen Vmware, Hyper-V, virtualBox

Hauptspeicher-Anforderung min. 8 GB RAM — empfohlen 16 GB

min. 100 GB SSD (ist auch abhangig von den
Messwerten und Logzeiten)

Festplattenplatz

Prozessoren 4 CPUvCore
Windows-Clients ab Win10 64bit

Folgende Ports miissen im Netzwerk freigeschaltet werden fiir eine korrekte Kommunikation und den
Betrieb der Software:

Fiir die Kommunikation zwischen Windows-Client und dem Ubuntu-Server via gRPC wird der Port 50051
verwendet.

Der Server benétigt zur Kommunikation mit den Gerdten/Sensoren via ModbusTCP Port 502.

Fur den Broadcast zur autom. Gerateerkennung wird der Port 8800 (Server - Gerdte/Sensoren)
verwendet.

6 Installation / Anwendung CS Network

Es gibt ein Installationspaket fir Windows-Server ab Version 2016 64bit.
Die Datenhaltung basiert auf einer MySQL-Datenbank Version 5.7.34. Diese wird dann, falls es keine
Installation gibt mit dem Installationspaket installiert.

Weiter gibt es flr die Windows-Clients ein Installationspaket ,,CS Network setup.exe”
Fiir mobile Endgerate gibt es auch eine MobileApp, welche sowohl fiir Android und iOS zur Verfiigung

stehen wird.

Alle Pakete kénnen von unserer Homepage geladen werden.
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7 MySQL 8.0

Die MySQL-Datenbank muss nur installiert werden, falls auf dem PC/Server noch keine MySQL-Datenbank
installiert ist.

7.1 Neuinstallation der MySQL-Datenbank

1. MSl-Installer starten (mysql-installer-community-8.0.28.0.msi)

2. ,Custom”

[Z] MysQL Installer - X

MySQL. Installer Choosing a Setup Type
Adding Community

Please select the Setup Type that suits your use case.

O Developer Default Setup Type Description
Installs all products needed for Allows you to select exactly which products you
MySQL development purpases. would like to install. This also allows to pick other
server versions and architectures (depending on
our OS).
O Server only your G5)
Installs only the MySQOL Server
product,
(O Client only

Installs only the MySOL Client
products, without a server,

O Full

Installs all included MySQL
products and features.

@ Custom
Manually select the products that
should be installed on the
system.

=

3. MysAQL Server, MySQL Workbench, MySQL Shell installieren

a) Produkte auswahlen + , Next”

[Z] MysaL Installer — X

MySQL. Installer Select Products
Adding Community Please select the products you would like to install on this computer,
Filter:
T
I |L.H Software, Current Bundle,Any ‘ | Eat
Available Products: Products To Be Installed:
- MySQL Server 8.0 ~ + MySGL Server 8.0.28 - X64
. E MySQL Workbench 8.0.28 - ¥64
0 Applications L MySQL Shell 8.0.28 - X64

| = MySOL Workbench
: - MySOL Workbench 8.0

! MySOL for Visual Studio
¢ B MySQL Shell
- MySOL Shell 8.0

229

{ [ MySQL Router

MySQL Connectors

Documentation v
< >

o Enable the Select Features page to
customize product features

B D mewEaDe2E ]

<Bock || MNet> | Coneel
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b) ,Execute”

[Z] MysaL Installer — x

MySQL. Installer Installation

Adding Community

The following preducts will be installed.

Product Status Progress  Notes
MySQL Server 8.0.28 Ready to Install
MySQL Workbench 8.0.28 Ready to Install
MySQL Shell 8.0.28 Ready to Install

Installation

Click [Execute] to install the following packages.

< Back | | Execute ‘ [ cancal
13
c) ,Next
[Z] MysQL Installer — x
MySQL. Installer Installation
Adding Community
The following preducts will be installed.
Product Status Progress  Notes
MySQL Server 8.0.28 Complete
MySQL Workbench 8.0.28 Complete
MySQL Shell 8.0.28 Complete

tallation

Show Details >
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d) ,Next*

[Z] MysaL Installer - X

MySQL. Installer Product Configuration
Adding Community

We'll now walk through a configuration wizard for each of the following products.

You can cancel at any point if you wish to leave this wizard without configuring all the

products.
Praduct Status
MySOL Server 8.0.28 Ready to configure
< >

e) Auswabhl ,Server Computer” + ,Next":

[Z2] mMysaL Installer - x

MySQL. Installer Type and Networking

MySQL Server 8.0.28 Server Configuration Type

Choose the correct server configuration type for this MySQL Server installation. This setting will
define how much system resources are assigned to the MySQL Server instance.

and N g Config Type: | Server Computer ~

Connectivity

Use the following controls to select how you would like to connect to this server.

X Protocol Port:

Open Windows Firewall ports for network access
[ Named Pipe Pipe Name:  MYSOL

[ Shared Memory Mermory Name:  MYSOL

Advanced Configuration

Select the check box below to get additional canfiguration pages where you can set advanced
and logging options for this server instance.

[ Show Advanced and Logging Options
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f) Authentifizierung MySQL 5.X verwenden + ,Next*

[Z] MysaL Installer

MySQL. Installer

MySQL Server 8.0.28

Authentication Method

(0 Use Streng Password Encryption for Authentication (RECOMMENDED)

MySQL 8 supports a new authentication based on improved stronger SHA256-based password
metheds. It is recommended that all new MySOL Server installations use this methed going
forward.

Attention: This new authentication plugin on the server side requires new versions
& of connectors and clients which add support for this new 8.0 default authenticaticn
(caching_sha2_password authentication).
Currently MySOL 8.0 Connectors and community drivers which use libmysqlclient 8.0 support
this new methed. If clients and applications cannet be updated to suppert this new
authentication method, the MySOL 8.0 Server can be configured to use the legacy MySQL
Authentication Method below.

@® Use Legacy Authentication Method (Retain MySQL 5.x Compatibility)

Using the old MySQL 5.x legacy authentication method should only be considered in the
following cases:

- If applications cannot be updated to use MySQL 8 enabled Connectors and drivers.
- For cases where re-compilation of an existing application is not feasible.
- An updated, language specific connector or driver is not yet available.

Security Guidance: When possible, we highly recommend taking needed steps towards
upgrading your applications, libraries, and database servers to the new stronger authentication,
This new methed will significantly improve your security.

<Bock || Met> | Concel

g) ROOT-Passwort setzen (Default: 20DidnCSN!02)

[Z2] mMysaL Installer

MySQL. Installer

MySQL Server 8.0.28

Accounts and Roles

Root Account Password
Enter the password for the root account. Please remember to store this password in a secure
place.

MySOL Root Password: sessssnnnnne ‘

Repeat Password: [ |

Password strength: Strong

MySOL User Accounts

Create MySOL user accounts for your users and applications. Assign a rele to the user that
consists of a set of privileges.

MySQL User Name Host User Rale Add User
Edit User

Delete

<Back || Met> || Concel

h) User ,cs* anlegen (Default-PW: 2020DidnCSC!)

MySQL User Account

n Pl'hl User Name; |cs |
e Host: [<All Hests (%)> “]
Role: | D8 Admin v

Authentication: ® MySQL
MySQL user credentials
Confirm Password:

Passward strength: Strong

Please specify the user name, password, and database role,

G

CS_Network_Install_Windows_DE_V.055

Seite 9 von 17



@‘ CS INSTRUMENTS

i) ,Next'

[Z] MysaL Installer

MySQL. Installer Accounts and Roles
MySQL Server 8.0.28

Root Account Passwerd

place.

MySOL Root Password:

Repeat Password:

MySOL User Accounts

Enter the password for the raot account. Please remember to store this password in a secure

Password strength: Streng

Create MySQL user accounts for your users and applications. Assign a role to the user that
consists of a set of privileges,

MySQL User Name Host User Role Add User
S % DB Admin Edit User
Delete
<Bock || Met> | Concel
H “
j) sNext
[Z] mMysQL Installer — X
MySQL. Installer Windows Service
erver 8.0.28
MySQL Server 8.0.28 Configure MySOL Server as a Windows Service
Windows Service Details
Please specify a Windows Service name to be used for this MySQL Server instance.
A unique name is required for each instance.
Windows Service Name: | MySQL20
Start the MySQL Server at System Startup
Run Windows Service as ...
The MySOL Server needs to run under a given user account. Based on the security
requirements of your system you need to pick ene of the options below.
(® Standard System Account
Recommended for most scenarios.
() Custom User
An existing user account can be selected for advanced scenarios.
<gack || mex> [ concal

CS_Network_Install_Windows_DE_V.055

Seite 10 von 17



@ CS INSTRUMENTS

k) ,Execute*

[Z] MysaL Installer

MySQL. Installer

Server 8.0.28

Apply Configuration
Click [Execute] to apply the changes

Configuration Steps  Log
O Writing configuration file

Updating Windows Firewall rules

Adjusting Windows service

Initializing database (may take a long time)

Starting the server

Applying security settings

Creating user accounts

0000 O0O0

Updating the Start menu link

< Back

|| Eece [ concel

I) Installation wurde erfolgreich durchgefiihrt:

[Z] mMysQL Installer

MySQL. Installer

MySt erver 8.0.28

figuration

Apply Configuration

The configuration operation has complated,
Conflg“ur‘at\on Step"s; Log
& Writing configuration file
Updating Windows Firewall rules
Adjusting Windows service

Initizlizing database (may take a long time)

Applying security settings

Creating user accounts

@
[
@
& Starting the server
[
@
@

Updsating the Start menu link

The configuration for MySQL Server 8.0.28 was successful.
Click Finish to continue.

CS_Network_Install_Windows_DE_V.055

Seite 11 von 17



@‘ CS INSTRUMENTS

[Z] MysaL Installer

MySQL. Installer

Adding Community

nfigura

m) ,Finish*

Product Configuration

We'll now walk through a configuration wizard for each of the following products.

You can cancel at any peint if you wish to leave this wizard witheut configuring all the
products,

Praduct Status
MySOL Server 8028 Configuration complete.

=

[Z2] MysQL Installer

MySQL. Installer

Adding Community

Installation Complete

The installation procedure has been completed.

Copy Log te Clipboard

Start MySQL Workbench after setup
Start MySQL Shell after setup

The MySOL Shellis an advanced MySQL client application that can be used to work with
single MySQL Server instances. Further, it can be used to create and manage InnoDB
Cluster, an integrated solution for high availability and scalability of MySQOL databases,
without requiring advanced MySQL expertise.

T
e — e |

Refer to the following links for documentation, tutorials and examples on MySOL Shell:

IySOL Shell Documentation Setting up a Real World Cluster Blo:
The All Mew MySOL InnoDB ReplicaSet Blog Changing Cluster Options Live Blog
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7.2

Datenbank anlegen

1. MySql-Workbench starten
2. Connection fiir Benutzer ,,cs” anlegen:

ﬁ Setup New Connection

- [m] x

Connection Name: |CS

| Tvpe @ name for the connection

Connection Method: | Standard (TCR/IP)

~ | Method to use to connect to the RDBMS

Parameters 55| Advanced

Hostname: ‘127,D‘D,1

‘ Port: | 3306

Mame or I? address of the server host -and
TCP/IP port.

Username: o

‘ Mame of the user to connect with,

R Store in Vault ...

Clear

The user's password. Will be requested later if it's
not set.

Default Schema: ‘

The schema to use as default schema. Leave
blank to select it later.

Configure Server Management...

Test Connection Cancel

3. Mit Connection ,cs” verbinden.
4. File -> Open SQL Script -> CreateCloudPrjDb.sql

Download Ordner—> WindowsServer\20231107 WindowsServer\DbModel

5. Execute
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8 CS Network

8.1

1. .NET-Core Runtime installieren: dotnet-runtime-6.0.14-win-x64.exe

ASP.NET Core Runtime installieren: aspnetcore-runtime-6.0.14-win-x64.exe
Soft2GrpcServer installieren: Soft2GrpcServer Setup.exe
Soft2ModbusReader installieren: ModbusReaderService Setup.exe
. Soft2Monitor installieren: Soft2Monitor Setup.exe

8.2 Port

Installation

Damit auf den CS Network-Server zugegriffen werden kann, muss der Port 50051 gedffnet sein.

File Action View Help

o= nE = BE

@ Windows Defender Firewall wit|
21 Inbound Rules
Outbound Rules
" Connection Security Rules
~ B Monitoring
B Firewall
Connection Security Rul
v {2 Security Associztions
|} Main Mode
|} Quick Mode

@ Windows Defender Firewall with Advanced Security

Inbound Rules

@ Port 3206
o
@ Allloyn Router (TCP-In)
£ Allloyn Router (UDP-In)
BranchCache Content Retrieval (HTTP-In)
BranchCache Hosted Cache Server (HTT..
BranchCache Peer Discovery (WSD-In)
{0 Cast to Device functionality (gWave-TCP...

& Cast to Device functionality (qWave-UDP...

& Cast to Device SSDP Discovery (UDP-In)

£ Cast to Device streaming server (HTTP-5t...
@ Cast to Device streaming server (HTTP-5t...
£ Cast to Device streaming server (HTTP-5t...

@ Cast to Device streaming server (RTCP-St...
£ Cast to Device streaming server (RTCP-5t...
0 Cast to Device streaming server (RTCP-5t...

@ Cast to Device streaming server (RTSP-Str...
@ Cast to Device streaming server (RTSP-Str...
£ Cast to Device streaming server (RTSP-Str...

0 Cast to Device UPnP Events (TCP-In}
COM+ Network Access (DCOM-In)
COM+ Remote Administration (DCOM-In)

0 Core Networking - Destination Unreacha...

£ Core Networking - Destination Unreacha...

0 Core Networking - Dynamic Host Config...

£ Core Networking - Dynamic Host Config...

@ Core Networking - Internet Group Mana...

@ Core Networking - IPHTTPS (TCP-In)

0 Core Networking - IPv6 {IPv6-In)

£ Core Networking - Multicast Listener Do...

& Core Networking - Multicast Listener Qu...

<

Group

Allleyn Router
Allloyn Router

BranchCache - Content Retr...
BranchCache - Hosted Cach...
BranchCache - Peer Discove...

Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
COM+ Network Access

COM+ Remote Administrati...

Core Networking
Core Netwarking
Core Networking
Core Netwarking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking

Profile

Domai...
Domai...
All

All

All
Private...
Private...
Public
Public
Demain
Private
Private
Domain
Public
Public
Private
Domain
Public
All

All

All

All

All

All

All

All

All

All

All

Enat ™

m}

X

Actions

Inbound Rules

&1 NewRule..
Filter by Profile
Filter by State

'
7
N

Filter by Group
View

Refresh

Export List..

O e

Help
Selected ltems
Disable Rule
Cut

Copy
Delete

B X *

Help

(ICMP) settings:

Port50051 Properties X
General Programs and Services Remote Computers
Protocols and Ports  Scope  Advanced  Local Principals  Remote Users

Protocols and ports
s Protocol type: TCP v
Protocal number 5=
Local port: Specific Ports ~
50051
Example: 80, 443, 5000-5010
Bemote port: All Ports ~

Intemet Control Message Protocol

Example: 80, 443, 5000-5010

Cancel Aoply
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8.3 E-Mail-Server konfigurieren

Fir die Alarmierung und fiir das Reporting kann ein E-Mail-Server zum Versenden konfiguriert werden.

1. JSON-Konfigurationsdatei mit einem Editor 6ffnen
%ProgramFiles%\CS Instruments\Soft2GrpcServer\appsettings.json

| appsettings - Notepad

File Edit Format View Help
"Default”: "Warning",
"Microsoft.Hosting.Lifetime": "Warning"

¥
b

“AllowedHosts": "*",
"Kestrel”: {
"EndpointDefaults": {
"Protocols": "Http2"
¥
T
"DbSettings™: {
“Host™: “127.0.0.17,
"Port™: 3306,
"User™:
"Password”:
I8
"MailkitSmtpSettings”: {
"Host™: "mail.gmx.net",
"Port™: 465,
“User™: s
"WithAuthentification": true,
"Password™: ly
"secureSocketOptions"”: "Auto",
"SenderEmail”: s
"SenderName™: “Soft2 Software”
1

"RootPath™: "Soft2(CloudData"

}

2. Im Parameter MailkitSmtpSettings sind die Daten wie folgt einzutragen:

Host:  IP-Adresse des SMTP-Servers zum Versenden von E-Mails
Port: SMTP-Port

User: Benutzername zum Versenden der E-Mail liber diesen SMTP-Server
WithAuthentification: Mit oder ohne Authentifizierung

true mit Authentifizierung

false  ohne Authentifizierung

Password: Benutzerpasswort.

secureSocketOptions: Sicherheit Socket-Optionen

None keine Verschllsselung

Auto Automatische Erkennung (SSL/TLS/keine)

SslOnConnect SSL/TLS

StartTls  STARTTLS

StartTIsWhenAvailable STARTTLS/SSL

SenderEmail: E-Mail-Absender-Adresse

SenderName: Klarschrift fur den Absenderadresse

CS_Network_Install_Windows_DE_V.055
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3. Server anhalten: WICHTIG: Reihenfolge beachten!

Dienste -> Soft2ModbusReader -> Stop

W Services

7, Services (Local)

File Action View Help

e |mEBcE Hem » o nw»

Datei  Aktion Ansicht 2
e |mE . Hm

> ® I

Soft2ModbusReader Name @ Description Status Startup Type Log ®
. &) Secondary Logon Enables star... Manual Loc
%9'2 the geee s‘.‘% Secure Socket Tunneling Pr... Provides su... Manual Loc
Restart the service Y ] _ .
4?), Security Accounts Manager  Thestartup .. Running Automatic Loc
‘.Q, Sensor Data Service Delivers dat.., Disabled Loc
\(.-’2, Sensor Monitoring Service Monitors va... Manual (Trig... Loc
16 Sensor Service A service fo... Manual (Trig... Loc
&), Server Supports fil.. Running  Automatic (T... Loc
1), Shared PC Account Manager  Manages pr... Disabled Loc
1€ Shell Hardware Detection Provides no... Running Automatic Loc
1€ Smart Card Manages ac... Manual (Trig... Loc
Q Senart Card Device Enumera... Creates soft... Disabled Loc
1 Smart Card Removal Policy ~ Allows the s... Manual Loc
Q SNMP Trap Receives tra... Manual Loc
l.‘i), Soft2GrpcServer Running  Automatic Loc
dbusReader Running  Automatic
;92, Software Protection Enables the ... Automatic (D... Net
;‘}}, Special Administration Con... Allows adm... Manual Loc
QSpotVeriﬁer Verifies pote... Manual (Trig... Loc
\% SSDP Discovery Discovers n... Disabled Loc
Qg State Repository Service Providesre.. Running Manual Loc
1€, Still Image Acquisition Events Launches a... Manual Loc ¥
< >
Extended / Standard //
Dienste->Soft2Monitor->Stop
i, Dienste - o X

CS_Network_Install_Windows_DE_V.055

o piensteoka) [T Dienste(loka)
Soft2Monitor Name - Beschreibung  Status  Starttyp  Anmel A
i 1 Sekundire Anmeldung Aktiviert das S... Manuell  Lokale
Den Dienst starten & Sensordatendienst Liefert Daten .. Deaktivi.. Lokale
@;Sensordicnsﬁ Ein Sensordie... Manuell... Lokale
&S b hungsdienst  Ub ht ver... Manuell.. Lokale
@;Servel Unterstatzt Da...  Wird au... Automa.. Lokale
Gk Shared PC Account Manager Manages profi... Deaktivi.. Lokale
&Shdihardwueerkmnung Zeigt Meldun... Wird au... Automa.. Lokale
@Sichuhehskonto—Managu Durch den Sta... Wird au... Automa.. Lokale
@Smancard Verwaltet den ... Manuell... Lokale
3.52;Sman:ard-Ger&teaufuhlun... Erstelit Softwa... Deaktivi... Lokale
SLSNMP-Trap Empfangt Tra... Manuell  Lokale
@;SoftZGrpcServer Automa... Lokale
@;SoﬂZModbusRuder Automa... Lokale
2 Soft2Monitor Automa...
Software Protection Aktiviert das ... Automa... Netzw
@,g Speicherdienst Stelit Unterstd.. Wird au.. Manuell... Lokale
@&SSDP-Suche Sucht nach N... Deaktivi... Lokale
16} SSTP-Dienst Unterstatzt SS...  Wird au... Manuell  Lokale
& Standard: lungsdi Standardsam... Manuell  Lokale
& StateRepository-Dienst Bietet die erfo... Wird au.. Manuell  Lokale
i‘:}},sz_oug_e Tiers Management  Optimiert die ... Manuell  Lokale v
< >
Enweitert [ Standard /

Seite 16 von 17



G" CS INSTRUMENTS

Dienste -> Soft2GrpcServer -> Stop

L4, Services
File Action View Help
e MEBcS HE >»mnw

5 senice o) [
Soft2GrpcServer Name 2 Description  Status Startup Type  Log »
i Q Secondary Logon Enables star... Manual Loc
?—éﬁ;g :hs:r:e'::“ \‘"}, Securle Socket Tunneling Pr... Provides su... ) Manual ) Loc
& Security Accounts Manager  Thestartup ... Running  Automatic Loc
(€ Sensor Data Service Delivers dat.. Disabled Loc
&, Sensor M ing Service  Monitors va... Manual (Trig...  Loc
(G Sensor Service A service fo.., Manual (Trg... Loc
G Server Supports fil.. Running  Automatic (T... Loc
&), Shared PC Account Manager Manages pr... Disabled Loc
1€ Shell Hardware Detection Provides no... Running  Automatic Loc
&) Smart Card Manages ac... Manual (Trig... Loc
Q Smart Card Device Enumera... Creates soft... Disabled Loc
f& Smart Card Removal Policy ~ Allows the s... Manual Loc
;‘f& SNMP Trap Receives tra... Manual Loc
#3Soft2GrpcServer Running  Automatic oc
G Soft2ModbusReader Running  Automatic Loc
{.‘), Software Protection Enables the ... Automatic (D... Net
Q Special Administration Con... Allows adm... Manual Loc
1), Spot Verifier Verifies pote... Manual (Trig... Loc
1), SSDP Discovery Discovers n.., Disabled Loc
&, State Repository Service Providesre.. Running Manual Loc
&, st Image Acquisition Events Launches a... Manual Lloc ¥
< >
Extended / Standard /

4. Server starten:

Dienste -> Soft2GrpcServer -> Start
Dienste -> Soft2Monitor -> Start
Dienste -> Soft2ModbusReader -> Start
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